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1 Glossary
Router — an RB-MTX class device for GSM and LAN.
Customer — a company using routers and having access to a dedicated VPN network.

User —a user with an appropriate level of authorizations who can connect to a desired customer's VPN
and to network routers.

TACS —a VPN, router and user monitoring and control system designed to manage multiple customers.

Authorization level — a range of activities that a user with a given level of authorizations can carry out
in the system.

Webpanel —an MTX router configuration panel.

Browser — a TACS WEB-class client.

2 Introduction

Teleorigin Audit & Control System (TACS) operates in a cloud computing environment. It is designed to
control, monitor and manage a network of interconnected RBMTX routers. In addition, the system can
also handle various VPNs dedicated to each customer.

3 Operation
TACS consists of a few elements:

1. Monitoring (audit) and control system;
2. VPNCloud — OpenVPN-based dedicated networks;
3. RB-MTX3 routers with a suitable firmware version.

Key system elements are the routers and technicians using the routers. Downstream the routers, local
networks and machines used by customers are connected.

After signing up with a local provider, the customer will receive first user (Manager level) login and
password. This user can create other system user accounts, device groups, locations, etc. While
creating the groups, unique authorization codes are generated that are necessary for automatic
installation of a new system router.

4 Installing new routers

Once purchased, the new router should be registered in the system. To do this, you should read the
"Authcode" assigned to the group in which you want to register the router. A location where the router
will operate should also be created.

The first step before new router registration is to obtain from the "Manager" the authorization code
of the group to which the router will be assigned. The code consists of 8 characters, digits, and upper-
case letters. Next, select "Registration" from the router's "Webpanel" menu.
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Wan config TACS Registration Status NOT REGISTERED
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Configuration

Backup and restore

Discard changes

Save Settings

Fig. 1: Router registration screen.

In the "Group register code" field, enter the obtained TACS authorization code; the remaining fields
are not required, but filling them in will facilitate the registration process:

Location — a router's location code;
Shipping — a delivery/startup date;
Device name — a router's descriptive name.

Clicking the "Register" button will cause the device to send the data to the server and to register the
device. The router will display the following screen:
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Wan config
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Static routes
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Advanced
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Fig. 2: Router registration status.

Following the registration process, the system will automatically generate VPN certificates. The router
will automatically upload them via an encrypted https connection. Next, the router will initiate a
VPNCloud connection and further communication will take place within a VPN.

The "Device Status" screen will show a VPNCLOUD interface with an IP assigned to the router. With
this address, you can connect to the router within the VPN.

RBMTX3 Router Configuration
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Fig. 3: Registered-router status screen with a VPNCloud section.
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5 Using the TACS

1.1Logging to the system
After typing https://tacs.teleorigin.com in the browser, the following login page will display.

SELPROMA

T=L=8RIGIN

UNIQUE TECHNOLOGY FOR TELEMETRY

m2m Wireless Routers
& Terminal Modems

Fig. 4: TACS initial screen.

Click the "Login" button to switch to the login screen.
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SELPROMA
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SIGN IN

jkk

FORGOT THE PASSWORD?

Fig. 5: System login screen.

Once you have entered the correct identifier and password and clicked the "Login" button, the system

will display the startup page which will vary, depending on your authorizations. In the following
sections, "Admin" authorization screens shown.

2 STATUS

First, the "Status" page showing router network status will display. This page may include device
statistics in the form of "pie" graphs or locations with many devices in a specific location.
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2.1Bar and pie graphs

T E L E R I C’ l N STATUS ALARMS DEVICES REPORTS ADMIN
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m® STATUS %]

NTS-PICO RBMTX-I RBMTX-L RBMTX3 NTS-PICO >

SYSTEM STATUS

DEVICES BY TYPE DEVICES BY GSM OPERATOR DEVICES BY CSQ LEVEL DEVICES WITH ALARMS

Fig. 6: System status page.

The page shows statistics of the devices registered in the system. The "STATUS" section shows the
number of active and inactive devices within each type while the "SYSTEM STATUS" section provides a
graphical representation of the statistics:

DEVICES BY TYPE — a share of specific types as a total number of devices;

DEVICES BY GSM OPERATOR - a total share of devices with a SIM of a given operator;
DEVICES BY CSQ LEVEL — devices by received GSM signal;

4. DEVICES BY ALARMS — devices by instances of alarms within the last 24 hours.

w N e

Clicking some of the pie graphs will generate a bar graph showing particular statistics in more detail.
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DEVICES BY TYPE

0
l RBMTX3 NTS-PICO

Fig. 7: Devices divided by type —a bar graph.

Clicking a selected bar will highlight the table of devices filtered with the use of an indicated
parameter.

Clicking the @ icon will display locations with devices located on the map. The number inside the

location icon indicates the number of installed devices. Click the m icon to return to the graphs.
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2.2 Device location map
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Fig. 8: Locations of routers on a map.

Clicking a router location on the map will display a list of devices for a given location.
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ﬂ
DEVICES %)
Item count: 2
[ ] Device SN Devicename  Devicetype  Devices group Location Customer GSMIP RSSI Network VPN Heartbeat *
X v v Motorola v v v -
i 2019-01-08
868136030361375  KRISA MTS RBMTX3 MOTOROLA Motorola ELPROMA Uptime: 78641 26 Sent: 1368132 11:15:00
pHine Rec: 1727497 s
2018-12-06
862831030127992  JKK-test 92 RBMTX3 MOTOROLA Motorola ELPROMA Sent: 25750 09:25:17
Rec: 57823 :

Fig. 9: A list of devices for a selected location.

3 ALARMS

This page shows a list of alarms generated by the devices. The alarms are classified into three levels:

1. Warning;
2. Error—an error distorting device operation;
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3. Critical —an error preventing the correct operation of the device.

Clicking the name of the table header (e.g. "Location") will arrange the values of the column rows in
the ascending order. Clicking the same header again will switch the sorting mode between descending
and ascending order.

Under the header, there is a row that allows you to filter the rows displayed below. This row includes
the following filtering elements:

e Fields allowing you to enter any text, e.g. under the "Device SN" heading. If the cell contains a
text beginning with the entered string of characters — the row in which it is located will be
visible on the screen. The entered string of characters may include the * character, which
replaces any string of characters in the place it occurs (e.g. a string of "% test" characters will
cause to display the rows beginning with any text, followed by the rows with the "test" string
and any string of characters (including empty strings) that follows it. The size of the letters is
irrelevant — the small and capital letters are treated in the same way;

e Fields allowing you to select a specific value, e.g. under the "Device type" heading. After
selecting a non-empty value — only the rows with an indicated value in this column will be
visible on the screen. Selecting the first (empty) item from the list will prevent the table rows
from being filtered by the values in this column.

s
To apply the values entered in the above fields to the table rows, click the = button. In this table,

only the rows meeting all the conditions found in the filled elements will be displayed. The X
symbol is used to clear the contents of all filtering elements.

You can navigate between specific pages of the list using the navigation panel.

Item count: 2688 << < Page: 1 of 27 > >>

s

The </ icon allows you to refresh the page, e.g. after changing the filtering parameters.

Alarms are sent by compatible devices and reflect important events that occur in the devices.

4 DEVICES

The "DEVICES" page displays a list of devices with their current parameters. This is one of the basic
pages showing statuses of specific devices and their current status.
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DEVICES

Q

Item count: 5

Device name Devices group Location Customer VPN Heartbeat ¥

Plus

350785020745041 LS5t device PICO NTS-PICO GRUPPO1 DEMO MILAN SARCITALIA ) 25 Sent: 3790374 @ ZEUHE
JKK Uptime: 664445 ) 09:35:06
Rec: 3931103
Plus 2019-01-16
862831030127380  MTX JKK2 RBMTX3 MOTOROLA Elproma ELPROMA 26 Sent: 53269942
Uptime: 1787050 - 09:35:02
Rec: 56966341
Orange Orange 2019-01-16
862831030128867 JKK125 RBMTX3 MOTOROLA Power Station 02 ELPROMA ) 23 Sent: 31185867 &
Uptime: 453367 09:35:01
Rec: 27746361
s 2019-01-08
868136030361375  KRISA MTS RBMTX3 MOTOROLA Motorola ELPROMA 26 Sent: 1368132
Uptime: 78641 11:15:00
Rec: 1727497
20181206
862831030127992  JKK-test 92 RBMTX3 MOTOROLA Motorola ELPROMA Sent: 25750

Rec: 57823 09:25:17

Fig. 10: A list of devices.
The table includes the following columns:

Device SN — a device serial number (equivalent to IMEI) used to identify a system device;
Device name — a name of the device defined by the user creating it in the system;
Device Type — a type of device;

Devices group — a group to which a specific device is assigned;

Location — a location in which a specific device is installed;

Customer — a customer who owns the device;

GSM IP — a GSM modem IP number and uptime;

RSSI — a GSM signal level;

Network —a GSM operator's name and a number of sent data;

10. VPN - the padlock icon shows whether or not the device is operating in the VPN network;
11. Heartbeat — a time of the last system device operation status call.

LW NOUREWNR

You can filter the table by some of the columns by entering specific values in the filter fields.

Clicking a table row will open the "SUMMARY" window showing a full view of the device operation.
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Fig. 11: Device summary screen.

This screen shows a picture of a device type, a map location, a short list of last week alarms/events,
data relating to the device and its status, graphs presenting the history of GSM signal level and
forwarded data.

5 Administration

Further on, descriptions of options available to the user with administrative rights are presented.
Specific menu options are accessible after clicking the "ADMIN" link shown in the figure below.
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DEVICES

Item count: 4

Fig. 12, Administration menu.

1.1 ADMIN - DEVICES

b ADMIN: DEVICES %]

Item count: 4

Customer

RBMTX3

RBMTX3 I

RBMTX3

¢ & & O

RBMTX3

Fig. 13: A list of devices.
This page shows a list of devices available in the system.
The table includes the following columns:

Device SN — a device serial number (equivalent to IMEI) used to identify a system device;

Device name — a name of the device defined by the user creating it in the system;

Device Type — a type of device;

Location — a location in which a specific device is installed;

Devices group — a group to which a specific device is assigned;

Customer — a customer who owns the device;

IP address — IP numbers assigned to the device — if the first number in the list is displayed in

italics, it means that admin set the address permanently;

8. Setup — clicking starts the setup of the selected router, hovering over this item with the
cursor will display the VPNColud IP address;

9. VPN —the padlock icon shows whether or not the device is operating in the VPN network;

10. Wastebasket — clicking this icon will remove a device displayed in the row.

NouhkwnNeE

You can filter the table by some of the columns by entering specific values in the filter fields.

Clicking a table row will open the device edit window filled with its data. The same edit window (with

empty fields) is displayed after clicking the + icon, allowing you to add a new device.
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Edit: 862831030128867

| Device parameters (530)
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Yes »
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Comments

CANCEL SAVE

Fig. 14: Device parameter edit screen.
The following fields are available for editing:

Device SN — a device serial number;

Auth — a device web-panel password;

Type — a type of device;

Location — a location in which a specific device is installed;
Group code — a group to which a specific device is assigned;
Shipping date — a date of shipping to the customer;

Install date — an installation date;

Active — shows whether or not the device is active;

LWooNOU R WNPRE

Current firmware version — a current version of firmware obtained from the device;
. New firmware version — a new, target version of firmware for automatic updates;
. Name — a device name used by technicians for distinguishing purposes;
. IP Address — when a device fails to automatically send the data;
13. Comments — administrator's comments.

[ S
N 2 O

Clicking the "CANCEL" button will close the device edit/add window without saving the entered
information. Clicking "SAVE" will save the entered data.
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5.1ADMIN - GROUPS

= ADMIN: GROUPS 4
Item count: 11
. Sub-Groups  Devices Users
b T RBMTX-XX ] Group code Customer Parent group code Group name Auth code
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100001 ELP-WORLD 0 0 0 ‘m

100000 8 0

Fig. 15: A list of groups.

This page displays a list of groups accessible in the system. The groups are intended to organize
devices and users in a tree structure. It is a useful method for users to handle and to display only
those devices that exist in the user's group and itemized in the tree structure.

The table includes the following columns:

Group code (up to 8 characters);

Customer — a customer who owns the group;

Parent group code;

Group name — a descriptive name of a group;

Auth code — an authorization code for registered devices;

Sub-Groups count —a number of subgroups;

Devices count — a number of devices in a group;

Users count —a number of users in a group;

Delete — an icon allowing you to delete a group (only when it is empty).
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On the left side of the table, a graphical representation of group hierarchy is shown. When clicked, the
squares marked with "+" will open lower levels, while those marked with "-" will roll up. Next, to the
nodes, information about the number of devices and users assigned to the indicated group is shown.

You can filter the table by some columns by entering appropriate values in the filter fields.

Clicking a table row will open the group edit window filled with its data. The same edit window (with

empty fields) is displayed after clicking the + icon, allowing you to add a new group.
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Item edit 100004 X

Parent group code: Customer:

v A

Group code Group name

CANCEL SAVE

Fig. 16: Device/user groups edit screen.
The following fields are available for editing:

Parent group code;

Customer — a customer who owns the group;
Group code (up to 8 characters);

4. Group name — a descriptive name of group.
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Clicking the "CANCEL" button will close the group edit/add window without saving the entered
information. Clicking "SAVE" will save the entered data.

5.2 ADMIN - LOCATIONS

This page shows a list of locations (where devices are installed) accessible in the system.

Item count: 11
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The table includes the following columns:

Name — a descriptive name of location;

Code — a location code;

Type — a location type;

Customer — a customer who owns the location;
Latitude — a latitude of a location;

Longitude — a longitude of location;

Delete — an icon allowing the user to delete a location.
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You can filter the table by some columns by entering appropriate values in the filter fields.

Clicking a table row will open the location edit window filled with its data. The same edit window

(with empty fields) is displayed after clicking the + icon, allowing you to add a new location.

Edit- undefined X §

Name* Code Type: Customer: !
\ s
Latitude Longitude L
£
Comments

* - required data

CANCEL SAVE

The following fields are available for editing:

Name — a descriptive name of location;

Code — a code of location;

Type — a type of location;

Customer — a customer who owns the location;
Latitude — a latitude of the location;

ok wN e

Fig. 17: Defining a new location for devices.

Elproma Elektronika Sp. z 0.0. e-mail: info@teleorigin.com

T E L E R I C’ N Szymanowskiego 13 tel. +48 (22) 751 76 80

UNIQUE TECHNOLOGY FOR TELEMETRY 05-092 tomianki /Warsaw fax +48(22) 75176 81




TACS | We are talking M2Mlanguage ...

6. Longitude — a longitude of the location;
7. Comments — administrator's comments / additional information about the location.

Clicking the "CANCEL" button will close the location edit/add window without saving the entered
information. Clicking "SAVE" will save the entered data.

5.3 ADMIN - USERS
This pages shows a list of system users.

Item count: 16

D Login Customer Group code Privileges Name E-mail/Phone Reports VPN
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Fig. 18: A list of system users.
The table includes the following columns:

Login — a user login (username);

Customer — a customer to whom the user belongs;

Group code — a group to which the user belongs;

Privileges — user's authorizations;

Name — user's first name and last name;

E-mail/Phone — user's email and phone (if provided);

Reports — report notification settings;

VPN — an icon visible only if the user has configured VPN access settings;
Delete — an icon allowing you to delete a user.
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You can filter the table by some columns by entering appropriate values in the filter fields.

Clicking a table row will open the user edit window filled with its data. The same edit window (with

empty fields) is displayed after clicking the + icon, allowing you to add a new user.
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Edit User: undefined (0)
Login* First name Last name Language:
English v
Group code: Customer: Privileges: E-mail* Phone
#NEW A v Viewer w
Email reports Password:
Don’t email report w Send service SMS

* - required data

CLOSE SAVE

Fig. 19: Defining a new user.

The following fields are available for editing:

1. Login —ausername;

2. First name — a user's first name;

3. Last name —a user's last name;

4. Language — a language in which the service page is displayed;

5. Group code — a code of the group to which the user belongs;

6. Customer — a customer to which the user is assigned;

7. Privileges — user authorizations (Viewer, Technician, Manager, Admin);

8. E-mail —a user's email address;

9. Phone —a user's contact telephone number;

10. Email reports — states whether or not e-mail messages with reports should be sent to the

user;
11. Send service SMS — states whether or not SMSs with notifications should be sent to the user;
12. Password — a user password (the second field for verification purposes) — min. 8 characters.

Clicking the "CANCEL" button will close the location edit/add window without saving the entered
information. Clicking "SAVE" will save the entered data.
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5.4 ADMIN — CUSTOMERS
This pages shows a list of system customers.

E ADMIN: CUSTOMERS >
frem count: 7

H o° Name Code Country Gty Address VAT number VPN
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Fig. 20: A list of customers.
The table includes the following columns:

Name — a customer's full name;

Code — a customer's code (short name);

Country — a customer's country of origin;

City — a town of customer's headquarters;

Address — a customer's headquarters address;

VAT number — a customer's tax ID number;

VPN — a customer's VPN network status: 0 — none, 1 — under configuration, 2 — configured;
Delete — an icon allowing you to delete a customer.
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You can filter the table by some columns by entering appropriate values in the filter fields.

Clicking a table row will open the customer edit window filled with its data. The same edit window

(with empty fields) is displayed after clicking the + icon, allowing you to add a new customer.
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Name* Code* VAT number

Country City Postal code Address h

* -required data

VPN: é

CANCEL SAVE

Fig. 21: A new customer definition form.

The following fields are available for editing:

Name — a customer's full name;

Code — a customer's code (short name);

VAT number — a customers' tax ID number;

Country — a customer's country of origin;

City — a town of customer's headquarters

Postal code — a postal code of customer's headquarters;
Address — a detailed address (street name, number, etc.).
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Depending on whether the customer already has a configured VPN access, the section below will
include:

. @] icon (if a VPN is not created). Clicking the icon will send a request to create a VPN network
for the customer. The time of waiting is approx. 5 -10 min. At the same time, certificates for the
user and registered devices will be created.

e AVPN IP address and a number of the remaining customer credits (if a VPN has already been
created).

Clicking the "CANCEL" button will close the location edit/add window without saving the entered
information. Clicking "SAVE" will save the entered data.
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